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FIG. 1 

(Prior Art) 
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Alice, Bob and Carol each 
respectively compute 
a private value fa,b,c). 
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Prime number q and 
integer "p* * are selected 
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Alice computes the value 
X=(p power a) mod q 
and sends X to Bob 
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Bob computes the value 
Y-(p power b) mod q 
and sends Y to Carol 
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Carol computes the value 
Z=(p power c) mod q 
and sends Z to Alice 
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Alice computes the value 
Z' =(Z power a) mod q 
and sends Z' to Bob 
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Bob computes the value 
X' =(X power b) mod q 
and sends X' to Carol 
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Carol computes the value 
=(Y power c) mod q 
and sends Y' to Alice 
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Alice, Bob and Carol each 
independently compute the same 
secret key "k" as follows: 
Alice computes k=Y' power a) mod q 
Bob computes k=Z' power a) mod q 
Carol computes k=X' power a) mod q 
where: k=(p power abc) mod q 
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( END ) 
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( START ) 
^ 



An initial multicast group 
computes a shared secret 
key and a multicast 
group exchange key 



402 



A user's exchange key is 
received requesting entry 
into the multicast group 




Should 
Ihe requesting user^ 
be allowed entry into 
the multicast 



406 



YES 



group: 



NO 



408 



Deny entry to 
reguestinq user 
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410 



Multicast group computes 
a new share secret key 
based on the admitted 
user's exchange key and 
the current shared secret 
key 

I 



Send multicast group's 
exchange key to admitted 
user 
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Admitted user computes 414 
the new shared secret key ^ 
based on the multicast 
group's exchange key 

* — 



Computes a new multicast 
group exchange key for 
dynamically adding new 
users into the multicast 

group 
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Multicast group which now 
includes admitted user 
communicates over a 

secure channel using the 
new shared secret key 
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